RON JOHNSON, WISCONSIN, CHAIRMAN

JOHN McCAIN, ARIZONA THOMAS R. CARPER, DELAWARE
ROB PORTMAN, OHIO CLAIRE McCASKILL, MISSOURI
RAND PAUL, KENTUCKY JON TESTER, MONTANA
JAMES LANKFORD, OKLAHOMA TAMMY BALDWIN, WISCONSIN

MICHAEL B. ENZI, WYOMING HEIDI HEITKAMP, NORTH DAKOTA / # 4 i

3 PS CORY A. B ER, NEW JERS N | ) —
T R s et Wnited Dtates Denate
BEN SASSE, NEBRASKA

COMMITTEE ON
KEITH B. ASHDOWN, STAFF DIRECTOR ~
GABRIELLE A. BATKIN, MINORITY STAFF DIRECTOR HOMELAND SECURITY AND (—IOVERNMENTAL AFFAlRS
WASHINGTON, DC 20510-6250

July 15,2016

The Honorable James B. Comey
Director

Federal Bureau of Investigation
935 Pennsylvania Avenue, NW
Washington, DC 20535

Dear Director Comey:

The Committee on Homeland Security and Governmental Affairs is continuing to
examine former Secretary of State Hillary Clinton’s use of a private email account and server
during her time at the U.S. State Department. Based on your July 5, 2016 statement regarding
the FBI’s investigation into Secretary Clinton and your testimony before the House Committee
on Oversight and Government Reform on July 7, 2016, I request the following information and
materials:

1. Please identify all individuals who sent, received, were copied and/or blind copied on
any email containing classified information with Secretary Clinton or housed on
Secretary Clinton’s private server. In providing this information, please group the
individuals in separate categories based on the classification level of the information
contained in the emails. Also for each individual listed, please provide title, position,
and department/agency/organization where employed when the email was transmitted
and currently (if known).

2. Please identify the countries in which Secretary Clinton sent and/or received emails
using her personal email system.

3. Please indicate how many emails were sent or received by Secretary Clinton while “in
the territory of sophisticated adversaries.”!

4. Were any classified emails sent or received by Secretary Clinton outside of the United
States? If so, how many?

5. Please provide further information about the timing and nature of the attempted cyber-
attacks on Secretary Clinton’s personal email system.

! Fed. Bureau of Investigation, Statement by FBI Director James B. Comey on the Investigation of Secretary Hillary
Clinton’s Use of a Personal E-Mail System (July 5, 2016).
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6.

10.

11.

12.

13.

Please provide the specific number of emails discovered by the FBI that were not in the
group of 30,000 returned by Secretary Clinton to the State Department.

Did the FBI determine when Secretary Clinton’s lawyers deleted Secretary Clinton’s
emails? If so, please provide that information.

Did the FBI determine the method by which Secretary Clinton’s lawyers “cleaned their
devices in such a way as to preclude complete forensic recovery”?2 If so, please provide
that information.

Did the FBI determine when Secretary Clinton’s lawyers “cleaned their devices in such a
way as to preclude complete forensic recovery”?’ If so, please provide that information.

Please provide the FD-302s memorializing Secretary Clinton’s interview and the other
interviews conducted.

Did the FBI assess the applicability of any other criminal statutes to the facts gathered
during its investigation of Secretary Clinton’s use of a personal email system for official
State Department business, including but not limited to obstruction of justice or making
false statements? Please explain.

Did the FBI and/or Justice Department make an offer or enter into an immunity
agreement(s) with any witness(es) other than Bryan Pagliano? For each offer or
agreement, please identify the witness, explain the nature of the agreement, and detail the
information received under immunity.

Please detail and list all the hardware devices used as, including but not limited to,
primary servers, backup servers, and backup storage equipment that at any time
contained any of Secretary Clinton's work-related emails. For each hardware device,
please provide the make and model, location when in use, location after use, provider,
companies providing any kind of servicing for the hardware equipment or software used,
and current status of: hardware; software; and data.

Please provide this information as soon as possible, but no later than 5:00 p.m. on July

29, 2016. To the maximum extent possible, please provide unclassified responses to my
questions; should a complete response to any question require that you send me classified
information, you may send me that information under separate cover, via the Office of Senate
Security.
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If you have any questions about this request, please ask your staff to contact Michael
Lueptow or Scott Wittmann at (202) 224-4751. Thank you for your prompt attention to this
matter.

Sincerely,

cc: The Honorable Thomas R. Carper
Ranking Member



